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Background

« Security analysts receive > 1M intrusion alerts/day”
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{

' sourcetype': 'suricata:alert’, |
' sourcetype': 'suricata:alert’, |
{ ' sourcetype': 'suricata:alert’, |
{ ' sourcetype': 'suricata:alert’, |
{ ' sourcetype': 'suricata:alert’, |
{ ' _sourcetype': 'suricata:alert’,
‘alert': { ‘category’': "Attempted Information Leak’,

"severity': 2,
‘signature’: "ET POLICY Python-urllibiy/ °
'Suspicious User Agent'},

‘dest_ip': "169.254.159.254°,

'dest_port':

a4,

‘src_ip": '1@.8.8.28°,
'src_port': 56952,

"timestamp':

'2018-11-83T13:51:58.2855458+0888" 1}




Background
« Security analysts receive > 1M intrusion alerts/day”

« Attacker strategy identification
— How?
— Multiple attackers?
— Strategies similar?

Local buffer
overflow

remote shell

- Often represented as Attack graphs
ssh
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Existing approaches

NetSPA: A Network Security Planning Architecture

Constructing Attack Scenarios through Correlation of

- Expert-crafted attack graphs Intrusion Alerts
— NetSPA by ML Artz (MIT ‘02) oot e epar e cugaS S, Reeves
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+m T Process mining and hierarchical clustering -
s
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- Alert-driven attack scenario modelling —; *help intrusion alertvisualization :

Sean Carlisto de Alvarenga °, Sylvio Barbon Jr °,

- N | ng et al . (N |ng ‘02) Rodrigo Sanches Miani *, Michel Cukier , Bruno Bogaz Zarpeldo “*

. 2 Computer Science Department, State University of Londrina (UEL), Londrina, PR, Brazil
— DeAlvarenga et al. (Computers & Security "18) ey i i e
— Moskal et al. (ISI “18) Extracting and Evaluating Similar and Unique
Cyber Attack Strategies from Intrusion Alerts

Stephen Moskal*, Shanchieh Jay Yang®, and Michael E. Kuhl
*Department of Computer Engineering, Yl')r:purlmcm of Industrial and Systems Engineering
Rochester Institute of Technology, Rochester, NY
Email: {*sfm5015,*jay.yang, "mekie} @rit.edu

the impact of the attack on the network. Due to the massive

Abstract—Intrusion detection system (IDS) is an integral part
of computer networks to monitor and detect threats. However, vyolume of alerts and generic rules creating high amount of
the alerts raised by these systems are often overwhelming to g,)q, positives, it is difficult for an analyst to assess when,

security analysts, making it difficult to uncover the steps an e ind Bow an attack. actually Ginsiired aves tioe
attacker took to compromise one or more systems in the network.  WNere and how an attack actually transpired over time.

TUDelft 4



Research aim

ROQ: How to construct attack graphs directly from intrusion alerts?

»  For extracting intelligence about attacker strategies
*  Preferably without network dependence
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Anatomy of an Alert-driven Attack Graph
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Key design challenges
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Key design challenges
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Key design challenges

1. Alert-type imbalance
2. Context modelling

& | Med-sev action | | Med-sev action |
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SAGE: IntruSion alert-driven Attack Graph Extractor
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ert — Episode sequences

Hosts:10.0.254.206->10.0.0.20

{ '_souPcetype':l'suricata:alert'l
‘alert': { ‘Category : empted Information Leak', 20 4 ARBITRARY_CODE_EXE

‘severity': 2, -+ epi-end-ARBITRARY_CODE_EXE
| "signature’: "ET POLICY Python-urllib\\/ ~~- epi-start-ARBITRARY_CODE_EXE
‘Suspicious User Agent'l, :
‘dest_ip": "169.254.169.254"
"dest_port': 88,
‘src_ip': '1@.8.8.28°,
src port': Cteood
|"timestamp': *2818-11-83T13:51:58.205548+0808" }}|
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SAGE: IntruSion alert-driven Attack Graph Extractor

Intrusion
alerts
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Suffix-based PDFA

« Summarizes attack paths

* Brings infrequent episodes to the top
— Red — Severe | Blue — Medium severity

+ States — milestones with context
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SAGE: IntruSion alert-driven Attack Graph Extractor
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Adding context to sequences

Episode sequences

‘#I#Nﬁ%_ &
‘#Mﬁ_ &
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State sequences

| R S

On a per-victim,
per-objective basis
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Experimental dataset
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S. Moskal and S. J. Yang, “Framework to describe intentions of a cyber attack action,” arXiv preprint arXiv:2002.07838, 2020.
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[1] Alert triaging

« 330,270 alerts — 93 alert-driven AGs
« ~500 alerts in < 25 vertices
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# alerts | # alerts ) #ES/
(raw) | (filtered) #episodes #ESQ #ESS | #AGs
T1 81373 26651 655 103 108 53
T2 42474 4922 609 86 92 7
T5 52550 11918 622 69 74 51
T7 47101 8517 576 63 73 23
T8 55170 9037 439 67 79 33
T9 51602 10081 1042 69 110 30
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[2] Attacker strategy visualization
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[3] Attacker strategy comparison
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[4] Ranking interesting attackers

- Rank on the uniqueness and severity of actions

e Score
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— (2xsev)+(1xmed)
o 3
Team Severe vertices | Medium vertices | Weighted average
(out of 70) (out of 148) percentage
T5 28 (40%) 40 (27%) 35.67
T1 18 (26%) 62 (42%) 31.33
T9 23 (33%) 36 (24%) 30.0
T7 22 (31%) 26 (18%) 26.67
TS 15 (21%) 32 (22%) 21.33
T2 3 (4%) 8 (5%) 433
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Take aways

]
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SAGE uses sequence learning to extract attacker strategies
— Builds attack graphs from intrusion alerts without expert input

The S-PDFA is critical for

— Accentuating infrequent severe actions,
— ldentifying contextually different actions

Alert-driven attack graphs
— Compress millions of alerts in a few AGs
— Provide insights into attacker strategies
— Capture attackers’ behavior dynamics

21



Thank you! Questions?
~ INEEEmEmT

» SAGE uses sequence learning to extract attacker strategies
Builds attack graphs from intrusion alerts without expert input

» The S-PDFA s critical for

Accentuating infrequent severe actions,
Identifying contextually different actions

» Alert-driven attack graphs
Compress millions of alerts in a few AGs

Provide insights into attacker strategies SAGE is open-source!
Capture attackers’ behavior dynamics

8 azga.nadeem@tudelft.nl @azqga_nadeem @https://cvber'-analvtics.nl/
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Icons courtesy of Eucalyp, Freepik, Monkik, Pixel perfect, and Surang from www.flaticon.com



https://cyber-analytics.nl/

Suffix Tree (Merged)

HostD || VulnD || ServD | Exfil

Root

Surf || InfoD || ACExec || DoS

HostD | VulnD | ACExec | Exiil

Fuelt Cros D <>
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