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ABSTRACT
Network intrusion detection systems (NIDS) play a critical role in
identifying potential threats within computer networks. Deep learn-
ing methods have taken center stage in developing state-of-the-art
NIDS. However, the need for large, consolidated data sets to train
these models poses challenges in decentralized environments with
data privacy concerns. Additionally, NIDS predominantly rely on
flow-level data, which can result in inconsistent feature sets across
clients. To address these gaps, we propose a novel two-stage feder-
ated learning framework that enhances the accuracy, robustness,
and privacy preservation of packet-based NIDS. Our methodol-
ogy also addresses the issue of non-independent and identically
distributed data across clients. The results from our experiments
demonstrate the effectiveness of our approach, achieving an aver-
age F1 score of 0.97 across clients and adapting to novel attacks
within four communication rounds.
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1 INTRODUCTION
Network intrusion detection systems (NIDS) play a crucial role
in cybersecurity by continuously monitoring network traffic to
identify and respond to potential threats [13, 14]. The importance
of NIDS has grown significantly with the increasing sophistica-
tion of cyber attacks and the expanding attack surface of modern
networks. Deep learning (DL) methods, trained on large data sets,
have emerged as powerful tools for NIDS [41]. DL-based NIDS
can be developed using both supervised [3, 7] and unsupervised
[17, 35] learning approaches. Supervised methods, which leverage
labeled data, have shown superior performance in detecting known
attacks compared to unsupervised techniques. However, consolidat-
ing data across distributed networks to train centralized DL models
is challenging due to data privacy and security concerns [22, 28].
Overcoming these hurdles is crucial for safeguarding decentralized
networks against evolving cyber threats.

Federated learning provides a compelling paradigm for collab-
oratively training models across clients without centralizing data
[11, 26]. This approach is particularly crucial for NIDS due to the
sensitivity of network data, regulatory compliance requirements,
and the need to protect proprietary infrastructure information. By
enabling DL-based NIDS to be trained on decentralized data while
preserving privacy, federated learning can significantly enhance
intrusion detection capabilities. Several studies have explored fed-
erated learning for NIDS [2, 5, 6, 12, 18, 28–30, 38]. NIDS typically
utilize either flow-based or packet-based data. Flow-based features
aggregate network traffic statistics, providing a high-level view of
connections but potentially missing fine-grained details. In con-
trast, packet-based features are extracted from individual network
packets, offering more granular information. Most federated NIDS
work focuses on flow-based features [6, 12, 18, 29, 30], which can
lead to inconsistent feature sets across clients due to variations
in flow collection methods and definitions. Packet-based features,
however, enable more granular, consistent data for federated NIDS
[38], allowing for precise, timely detection of security incidents and
effective content-based matching against known attacks [27]. De-
spite these advantages, existing packet-based federated NIDS stud-
ies [28, 38] have not addressed the challenge of non-independent
and identically distributed (non-IID) data across clients, which can
significantly degrade model performance [19, 23].
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In this paper, we introduce a novel federated learning frame-
work for packet-based NIDS that addresses key challenges in NIDS
development:

• Decentralized training: Our approach enables training on
decentralized data, preserving privacy and leveraging diverse
data sets from multiple network environments.

• Packet-based analysis: We focus on packet-level data for
more precise detection of subtle attack patterns, in contrast
with flow-level data.

• Non-IID data handling: Our method addresses the challenge
of non-IID data across clients, which is common in real-world
networks.

• Adaptability to new threats: We propose a two-stage ap-
proach with initial training followed by fine-tuning for quick
adaptation to novel attack patterns.

To the best of our knowledge, this is the first study to address
non-IID data across clients for packet-based federated NIDS. Our
experiments demonstrate the superior performance of this frame-
work compared to other state-of-the-art methods under non-IID
settings, as well as its faster adaptation to new attack patterns
across all clients.

2 RELATEDWORK
DNNs have shown great promise in enhancing NIDS accuracy
by capturing complex patterns in network traffic [36]. DNNs can
learn hierarchical features, detect subtle anomalies [41], adapt to
new threats [20], and model non-linear relationships [36]. Both
supervised [3, 7] and unsupervised [17, 35] DNN-based NIDS have
been developed, with supervised methods demonstrating superior
performance on known attacks when labeled data is available.

NIDS can be broadly categorized as flow-based or packet-based,
depending on the granularity of the input data [4]. Flow-based sys-
tems analyze high-level patterns but may miss certain attack types
[4]. Packet-based methods enable precise, timely detection and ef-
fective content-based matching [27]. However, most DNN-based
NIDS rely on centralized data, which is problematic in decentralized
environments with privacy concerns [22, 28].

Federated learning enables collaborative model training across
decentralized data sets while preserving privacy [11, 26]. Clients
train local models on their private data and share only model up-
dates, not raw data [1, 11]. Federated averaging (FedAvg) [26] is a
fundamental algorithm where local models are averaged to obtain
a global model. Techniques like secure aggregation and differential
privacy further enhance security [1, 11]. However, data hetero-
geneity across clients (non-IID data) can degrade federated model
performance [19, 23]. FedProx [24] addresses this by adding a prox-
imal term to the client objective to limit divergence from the global
model. Other approaches include FedNova [37] and SCAFFOLD
[21]. Despite its challenges, federated learning has been success-
fully applied in various domains, including healthcare [40] and IoT
[39], highlighting its potential for NIDS [22, 32].

Several studies have explored federated learning for NIDS [2,
5, 6, 12, 18, 29, 30]. However, most focus on flow-based data [6,
12, 18, 29, 30], which can result in inconsistent features across
clients [35]. In contrast, raw packet data provides a more uniform,
granular basis for federated NIDS [10, 38]. Packet-based federated

approaches have been explored by Nguyen et al. [28] and Willeke
et al. [38], but they do not address the non-IID data challenge,
which significantly impacts performance [19, 23]. Additionally, the
resilience of federated NIDS to novel attacks like zero-day and
adversarial evasion has not been thoroughly evaluated.

Our work addresses these gaps by proposing a packet-based
federated NIDS framework designed to handle non-IID data us-
ing FedProx technique, adapt to novel attacks via fine-tuning, and
demonstrate resilience against adversarial evasion attempts. By
focusing on these key challenges, our methodological framework
aims to provide a robust, privacy-preserving solution for decentral-
ized NIDS.

3 METHODOLOGY
In this section, we describe our privacy preserving federated learn-
ing framework for packet-based NIDS. This methodological frame-
work consists of two distinct stages, as shown in Figure 1 and
described as follows:

Stage 1 - Federated DNN Pre-training: A global DNN model
is collaboratively pre-trained across 𝐾 clients on their local packet
data. Each client 𝑘 has a local data set 𝐷𝑘 . In each round 𝑡 , the
clients train the model on their data, and the updates are aggregated
to refine the global model. We handle non-IID data by adding a
proximal term 𝜇 to the client objective, as in FedProx [24], which is
given below:

minimize
𝑤𝑘

𝐹𝑘 (𝑤𝑘 ) = 𝐿𝑘 (𝑤𝑘 ) +
𝜇

2
∥𝑤𝑘 −𝑤𝑡

𝐺 ∥2 (1)

where 𝑤𝑘 are the local model weights, 𝑤𝑡
𝐺
are the global model

weights at round 𝑡 , 𝐿𝑘 is the local loss, and 𝜇 controls the proximity
to the global model. This limits divergence and improves stability
under non-IID data.

Stage 2 - Federated Novel Attack Fine-tuning:
When a client encounters new attack samples, the entire pre-

trained global model 𝑤𝐺 is fine-tuned using only this novel data.
This process is distinct from periodic retraining, which uses the
full data set. Fine-tuning is triggered by novel attack detection and
involves updating the model on the new samples for a few epochs.
The updated model weights are then shared, allowing all clients to
rapidly adapt to the emerging threat. This approach enables quick
incorporation of new attack signatures without a full retraining
cycle, providing faster response to emerging threats while comple-
menting regular periodic retraining for overall model maintenance.

3.1 Experimental Setup
Data Sets: We use packet capture (PCAP) files from the CIC-
IDS2017 and CIC-IDS2018 data sets [33, 34]. These contain network
traffic collected over several days, including various attack types.
We extract packet-level features following the process in [10].

Non-IID Data Split: The data is partitioned into four non-IID
clients using a label-based split (Table 1). Each client has a unique
combination of attack types, representing different network envi-
ronments, which are split into training, validation, and testing data
sets. To illustrate the non-IID characteristic of these clients, pair-
wise hypothesis testing is conducted. The Kolmogorov-Smirnov
test [9] is employed to evaluate whether two samples share identi-
cal underlying distributions, while the Mann-Whitney rank sum
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Figure 1: Schematic of the privacy preserving federated learning framework for packet-based NIDS.

Table 1: Non-IID data split across clients.

Silo Packet Type Data Set
# of Forward

Packets
Train Val Test

Client 1 Port Scan, DoS,
DDoS, and Benign CIC-IDS2017 133906 15000 33476

Client 2 Brute Force, Infiltration,
Web Attack, and Benign CIC-IDS2017 110585 15000 30146

Client 3 DoS, Brute Force, and
Benign CIC-IDS2018 102947 15000 25736

Client 4 DDoS, Infiltration, Web Attack,
and Benign CIC-IDS2018 102324 15000 25581

test [25] is utilized to discern distribution disparities between in-
dependent samples. Our analysis reveals significant distinctions
in the data distributions across all clients, thereby affirming the
non-IID nature of our crafted partitions.

Hyperparameters: The DNN architecture and training param-
eters (Table 2) are selected based on literature [8, 29] and empirical
tuning. The federated learning process uses five communication
rounds with five local epochs per round. Techniques like L2 regular-
ization, dropout, and early stopping are used to prevent overfitting.

Hyperparameter Value

Regularization (𝜇) 0.005
Dropout rate 0.3
Architecture [512, 256, 128, 64]

Activation function ReLU
Learning rate (𝜂) 0.01
Local epochs (𝐸) 5

Table 2: Hyperparameters for the federated learning model.

Evaluation: We compare our approach against FedAvg [38],
FedAdam [31], and a centralized DNN. Models are evaluated on
held-out test data for each client. We report precision, recall, and
F1 scores for the attack class.

Adaptation to New Attacks: To assess adaptation, we intro-
duce a novel attack type (Botnet), which we held back from CIC-
IDS2017 data set during training, to client 1 after pre-training.
We evaluate the global model’s performance before and after fine-
tuning on this data.

Resilience to Adversarial Attacks:We generate adversarial
evasion attacks using two toolchains: one that perturbs packets

while preserving malicious functionality [16], and another that
applies heuristic perturbations [15]. We evaluate our framework
against these attacks before and after fine-tuning.

4 RESULTS AND DISCUSSION
In this section, we present the results of the conducted experiments.
First, we compare the performance of our framework against other
state-of-the-art federated learning approaches. This is followed by a
demonstration of the quick adaptation of our two-stage framework
to new attack patterns observed by one of the clients. We also show
the resilience of our framework against adversarial attacks.

4.1 Attack Detection Performance
Our approach maintains high recall (≥ 0.95) for all clients, includ-
ing clients 3 and 4 (where attack patterns are more complex and
diverse), while FedAvg and FedAdam struggle with these clients
(recall ≤ 0.68). This improvement is likely due to our use of the
the proximal term in the objective function (see Equation 1), which
helps handle non-IID data by limiting divergence between local and
global models. In real-world NIDS implementations, higher recall
means fewer missed attacks, which is crucial for maintaining net-
work security. The significant recall improvement for clients 3 and 4
(≥ 27 percentage points) suggests our approach could substantially
reduce the number of undetected intrusions in diverse network
environments, potentially preventing costly security breaches.

Client FedAvg FedAdam Our Approach

Prec Rec F1 Prec Rec F1 Prec Rec F1

1 1.00 0.97 0.98 0.99 0.99 0.99 1.00 0.99 0.99
2 1.00 0.96 0.98 0.99 0.99 0.99 1.00 0.99 0.99
3 1.00 0.68 0.80 0.99 0.65 0.78 1.00 0.95 0.96
4 1.00 0.67 0.80 1.00 0.64 0.78 1.00 0.96 0.94

Table 3: Attack detection performance comparison.

4.2 Adaptation to New Attacks
When client 1 encounters Botnet attacks after pre-training, the
global model initially performs poorly (high loss). However, after
fine-tuning on this new data and sharing the updates, all clients
adapt to detect the novel attack within ∼4 rounds, as shown in
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Figure 2. This fast adaptation is crucial for responding to emerging
threats in a timely manner.
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Figure 2: Adaptation to novel attack patterns.

4.3 Resilience to Adversarial Attacks
Finally, we test our trained global model against adversarial evasion
attacks before and after fine-tuning. Before fine-tuning, the model
struggles to detect these attacks, with an F1 score of 0.17. However,
after fine-tuning on a subset of the adversarial samples, the model’s
resilience improves significantly, with the F1 score reaching 0.92.
(see Figure 3). This experiment further demonstrates the impor-
tance of updating the model on new attack variants to maintain
robustness.

5 CONCLUSION AND FUTUREWORK
This study proposes a novel federated learning framework for
packet-based NIDS that addresses key challenges in decentralized
environments. Our approach handles non-IID data across clients,
achieves accurate attack detection, quickly adapts to novel attacks,
and shows strong resilience against adversarial evasion attempts.
By enabling collaborative learning while preserving data privacy,
this framework enhances NIDS in distributed networks.

Our work assumes reliable client-server communication and the
ability of clients to detect and share novel attack samples. Future
research could explore automated novelty detection, integration of
flow-based features, strategies for handling class imbalance, exten-
sion to resource-constrained edge devices, and additional privacy-
preserving techniques like differential privacy and secure aggrega-
tion.

This study represents an important step towards effective, privacy-
preserving, and adaptable NIDS in decentralized environments us-
ing packet-level data. As cyber threats evolve, such collaborative
learning approaches will play a crucial role in safeguarding dis-
tributed networks.
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